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Foreword

Ministry of Finance is responsible for steering and development of information security 
in the Finnish Government and has set up The Government Information Security 
Management Board VAHTI for cooperating, steering and developing Government 
information security. 

The results of VAHTI cooperation are also widely utilised in local government, private 
sector and in international co-operation as well, besides the Finnish Government.

Members of VAHTI represent various administrative sectors and levels of public 
administration as well as broad information security experience. The group is well known 
for its information security publications, guidelines and instructions. A couple of broad 
studies have acclaimed VAHTI as the best working organisation of crossgovernment ICT 
and information management coordination in Finnish Government.

This document is a translation of the instruction issued by Ministry of Finance for 
Finnish State Government in 2005 about secure electronic mail handling. The instruction 
was prepared under supervision of VAHTI Board.
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EXECUTIVE SUMMARY

The instruction is primarily directed at the Ministries, State Agencies and institutions, 
but it is applicable in other organisations as well. The recommendations are meant as the 
foundation of electronic-mail policy and of practical operating instructions. The instruction 
concentrates mainly on the relationship between the State employer and the employee. 
An employee means a person employed by an authority irrespective of the nature of the 
employment relationship.

The starting point for the examination consists of directly related valid legislation.
The Finnish Constitution regulates the protection of privacy, the freedom of expression 

and the right of access to information. The Penal Code lays down a sanction for a secrecy 
violation if one interferes with the messages of another. The Personal Data Act (523/1999) 
regulates the processing of personal data. Personal data means any information on a 
private individual and on his personal characteristics or personal circumstances, where 

The Act on the Protection of Privacy in Working Life (759/2004) contains very clear 
provisions for example on the reading of electronic mail if the employee is prevented from 
performing his duties. One should familiarise oneself with the Act in its entirety. Also the 
Act on the Protection of Privacy in Electronic Communications (516/2004) contains so 
central provisions that one should familiarise oneself with it in its entirety; the chapters 
most central with regard to electronic mail are Chapters 1–3 and 5.

In addition to provisions in Acts, instructions on the handling of electronic mail have 
been issued by the Ministries. For example, the public instructions and recommendations 
issued by the Ministry of Finance can be found in the Internet site of the Government 

Executive summary
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In spite of the legislation and recommendations, the prevailing situation is not 
unproblematic. It is left for each organisation to decide for example the following 
matters:

– what kind of external or internal communications of the organisation and what 

– are communications restricted or encrypted in some manner
– is the use of the electronic-mail address allowed for private messages of the 

employee
– what is the procedure with regard to the contents of messages when the person is 

temporarily or permanently absent.

The recommendations presented include the creation of an electronic-mail practice policy 
and instructions on the use. There is a need to emphasise the obligation of secrecy and 
non-exploitation. The use of electronic mail shall be prepared in co-operation with the 
personnel, and they shall be informed of the procedures applicable. The recommendation 

to restrict the use of personal electronic-mail addresses to certain functions only. 
A special issue worth taking into account is so-called spam. It is the obligation of the 

electronic-mail messages.

Executive summary
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1 INTRODUCTION

This in an instruction on the handling of electronic mail for the Ministries, State Agencies 
and institutions. The instruction is also applicable in municipalities, because they are 
governed by the same legislation. The recommendations are meant as a foundation to 
create an electronic-mail policy and as the foundation for practical operating instructions 
for persons in charge of the systems as well as for their superiors.

The instruction is restricted to the relationship between the employer and the employee 
in the handling of electronic mail. In the instruction, an employee means a person 
employed by an authority irrespective of the nature of the employment relationship. The 
instruction thus also concerns rented employees and other temporary employees such as 
apprentices. The legislative provisions on secrecy and non-exploitation referred to in the 
instruction also relate to those employed to perform work or services upon the order of 
an authority.

The instruction relates both to internal and external communications of an organisation. 

physical location of the parties to the communication or on the fact that the agency has 
outsourced its electronic-mail system.

The National Archives Service gives instructions on the recording and other registration 

1 Introduction
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In this instruction, electronic-mail messages are divided into four categories depending 
on the address that they relate to. In the instruction, both sent and received messages are 

– an organisational electronic-mail message is a message relating to the address 

determined on the basis of the Openness Act or a special Act.
–

to it is determined on the basis of the Openness Act or a special Act.
– a personal electronic-mail message is a personal message sent to an electronic-

mail address given by the organisation (usually the same as the address of an 

Act on the Protection of Privacy in Electronic Communications.
– another electronic-mail message is a message relating to an electronic-mail 

address outside the organisation (e.g. givenName.lastName@ownUseEMail.

Electronic Communications.

An electronic-mail message also includes its attachments.

the one and same address. In this instruction these addresses are referred to by the term 

electronic-mail messages of the employee. The Act on the Protection of Privacy in 
Working Life relates to these electronic-mail addresses. It does not govern organisational 
addresses.

The instruction relates to a private electronic-mail address and private electronic-mail 
messages, because, if the employer consents to it, the employee can for example use a 
www-browser to retrieve messages from an electronic-mail address he has acquired for 
private use. In this case, the messages do not go through the electronic-mail routing of 

organisation.

1 Introduction
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 2 On practical situations and solution instructions

2 ON PRACTICAL SITUATIONS AND 
SOLUTION INSTRUCTIONS

The use of electronic mail involves the use of equipment and data transfer connections 
owned or leased by the employer. The use of the system results in costs to the employer, 
but the issue especially involves the use of working time. Central elements in electronic-
mail systems, in addition to the messages and data-transfer connections, are the directories 
and logs in the computers and the persons processing them at different stages.

the obligations of corporate or association subscribers. Public-sector organisations are 
corporate subscribers referred to in the Act. It should be noted that, according to section 

data) and section 5 (obligation of secrecy and non-exploitation) also apply to internal 
communications networks and other networks accessible to a restricted set of users even 
if such networks are not connected to a public communications network referred to in 
subsection 1.

The Act in question is not applied (section 3 (7)) to the actions of public authorities in 

communications network built for the needs of public order and security, national defence, 
rescue operations, civil defence or the safety of land, sea, rail or air transport.

The employers make available for their personnel an electronic-mail and data-transfer
connection, and when these are used, information is stored on the own or outsourced 
servers of the employer. Several different types of needs relate to the collection of 
information on electronic mail and the use of connections. Log information is created 
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databases and data systems. Proxies, i.e., servers transmitting and storing www-pages,
collect information on how the users browse in the net. Also www-servers collect log 
information on the pages retrieved. Log information is collected inter alia for the following 
purposes:

– to clarify problems in the system and of its users
– to supervise the operation of the system and its problems to support preventive 

action
– to supervise the information security of the organisation
– to establish internal and external misuse and harassment in the organisation
– to collect invoicing information
– to develop the system
– to measure capacity
– for statistical purposes

The logs constitute technical monitoring referred to in section 21 of the Act on the 
Protection of Privacy in Working Life. The principles for their use have to be agreed 
upon in co-operation procedures.

Employees and other senders of messages normally use electronic mail also for 
communications not relating to their work. Practical problems will arise, if no agreements 
or instructions exist on the use of electronic mail for private purposes.

Electronic-mail messages may be directed at the wrong person, sent in the name of the 
wrong person and the message may go to the wrong address because of a faulty address 
or a fault in the electronic-mail system. In this case also some-one other than the person 
for whom the message is meant may see its contents.

Problems are also incurred when an employee leaves the employ of the employer, when 

well as from the distribution of malicious programmes with electronic-mail messages. The 

procedure.
It is more and more common to encrypt electronic-mail messages. Encrypted messages 

can usually be opened only by means of the encryption key of the recipient. When the 
employee leaves the employ of the employer, these messages cannot be opened. Clear 
instructions have to be given on the use of encryption for example by providing that 
encrypted electronic-mail messages have to be opened once received.
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2.2 The Use of Organisational and 

The employer shall give the employee clear instructions on the use of electronic mail. The 
instructions shall be prepared in co-operation with the personnel or their representatives. 

by the employer. The employer shall also ensure that instructions exist on the handling of 
electronic mail received by an employee and that the requirements of legislation are taken 
into account in this handling.

When drafting the instructions, at least the following issues have to be taken into 
account:

– the communications and services that may be used by means of an electronic-
mail address

– any restrictions relating to the communications
– distance use
– risks relating to the use
– arranging a check of malicious programmes

– permission for the employee to notify an electronic-mail address meant for work 
use to distribution lists

– need of and methods for encryption
– ensuring that the maintenance personnel of the system and its users are familiar 

with the obligation of secrecy and non-exploitation laid down for electronic-mail 
messages

– legality of the supervision of communications

– distribution of addresses to different parties
– the use of addresses to political or business purposes

services.

The instruction of the organisation should also have provisions on the right of shop 
stewards, the labour protection delegate and other representatives of the personnel to use 

State Civil Servant and Employee Collective Agreement, the shop steward and labour 
protection delegate may, in attending to their functions, use any communications and 
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of trusted representatives are not documents referred to in the Openness Act (cf. section 
5 (3) (1)).

received by electronic mail have to be recorded in the diary or their entry has to 
be registered in another reliable way. In addition, with regard to electronic-mail messages, 
the personnel has to be reminded of the obligation of non-disclosure and non-exploitation

2.3

The employer shall give the employee clear instructions on the use of electronic mail. The 
instructions have to be prepared in co-operation with the personnel or their representatives. 
It must be clear to the employees whether they are allowed to use the systems of the 
employer for personal communications. The instructions will depend on the branch of the 
employer, the tasks of the employee, the nature of communications and messages being 
transferred, virus combating, personnel supervision and the need to prevent abuse. 

The employer shall decide whether private electronic-mail addresses independent of 

communications or the use of own electronic-mail addresses, at least the following issues 
have to be taken into account when drafting the instructions:

– the communications and services that are allowed
– any restrictions relating to the communications
– risks relating to the use
– arranging a check of malicious programmes

– permission to create distribution and mailing lists in hardware of the employer
– disclosure of electronic-mail addresses to third-party distribution and mailing lists
– possible permission to use encryption
– permission for the employee to notify an electronic-mail address meant for work 

use to distribution lists
– permission for the employer to give his electronic-mail address to Internet pages 

not relating to his work assignments
– ensuring that the maintenance personnel of the system and its users are familiar 

with the obligation of secrecy and non-exploitation laid down for electronic-mail 
messages.
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The employer does not have the right to retrieve the contents of private messages 

mail address for personal use or not.

The use of automatic replies has to be considered very carefully. It involves risks, but 
it serves the customers and other employees of the organisation. The distribution of 
automatic replies may, if considered necessary, be restricted to the own organisation. If 
an automatic reply is considered necessary (for example in the case of long vacations or 
leaves of absence of employees or the termination of an employment relationship), the 
reply message shall ask the sender primarily to contact the appropriate organisational 
address.

The right of a person to use an electronic-mail address given by the employer ends 
upon the termination of the employment relationship. After the termination of the 
right of use, the employer no longer accepts or forwards messages sent to the person; 

employee shall notify his communications partners of the deletion of the address before 
the termination of the employment relationship and remove his personal messages. If 
the employee stops handling his duties even prior to the termination of the employment 
relationship, the reception of electronic mail has to be prevented at that stage already.

No precedence exists as yet on the handling of electronic-mail messages in cases of 
death, and the interpretation of the Act is in several respects contradictory for example 
with regard to the right of the decedent’s estate to private electronic-mail messages in 
the mail systems of the employer. The rights to the messages are not transferred to the 
estate, and the protection of privacy still prevails. It is necessary to handle each case with 
care, attempting to reach a co-operation with the estate regarding private messages. The 
employer has the right to messages relating to the work of the employee. Also in this case, 
advance instructions and the use of organisational addresses will make the work easier.
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Personal Data Files

Under the Personal Data Act, the electronic-mail address of a natural person is personal 

in the Act, and a description on it shall be drawn up. Under the travaux préparatoires of 
the Personal Data Act, if a document created by means of automatic data processing (cf. 

be maintained more permanently in electronic form as part of a data processing system, 

location of the parts of the register, i.e., the personal data, entries related to each other with 
regard to the purpose of use, form part of the logical entity).

the distribution list of electronic mail in the case of private use permitted by the employer 
(cf. section 2 (3) of the Personal Data Act) or in the case of a temporary address list. 

electronic-mail system itself.

person. The logs – like electronic-mail messages as such – may contain sensitive 
information referred to in section 11 of the Personal Data Act – such as data relating to or 

trade union membership as well as an illness, state of health or treatment of a person – and 
it is often easily legible. It is therefore especially important for those responsible for the 
system to be familiar with the obligation of secrecy. The Act on the Protection of Privacy 
in Electronic Communications also regulates the processing of log information.

The processing of all personal data has to be planned in accordance with section 6 of 

purpose of the processing of personal data shall truthfully describe the purpose for which 
the data are being processed.

Section 24 of the Personal Data Act contains a provision on the duty of the employer 
to notify. The personnel shall be told inter alia the purpose of the processing of personal 
data in accordance with section 24 unless a ground for derogation referred to in subsection 
2 exists. Grounds for the derogation include inter alia the fact that the person has already 
received the information comprised by the duty to notify of the employer; the derogation 
is necessary for the protection of national security, national defence or public order or 
security and for the prevention or investigation of crimes.

The duty to notify obligates the employer also if the maintenance of the network has 
been outsourced to a third party. For the employee, the duty to notify translates into the 
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law indicates the contents of the duty to notify: information on the data controller, the 
purpose of the processing of personal data, disclosure of personal data and information 
necessary to exercise the rights of a person, i.e., including information on the party to 
be contacted if one wishes to exercise his right to have access to the data. The employer 
shall actively notify his personnel of information collected in connection with the use of 

be granted for purposes of direct marketing , polls and market research only under the 
consent of the employee in question and the sender of the message in question.

2.6 On the Duties of the Maintainer

The following relates both to a service maintained by the employer and an outsourced 
service. The maintenance personnel of systems has a central role not only with regard 

security. 
Because of the maintenance of an electronic-mail system and any error situations that 

may occur, the maintainers may obtain information on senders and recipients as well as 

a message sent by the user has not reached the recipient. The logs show date stamps, the 
addresses of the sender and recipient and possibly the title of the message or part of it.

It is the employer’s job to order the tasks of the maintainers. An electronic-mail system 
has to be monitored for example so that the system is not overloaded, that data transfer 
functions and that the number of events remains within the volumes planned.

It is necessary exactly and narrowly to restrict the persons entitled to monitoring 
and they have to know the parties to whom and the purposes for which they may give 
the information obtained in connection with the monitoring. If the monitoring has been 
outsourced to a third party, the users have to be informed of this.

The maintainers have to be familiar with the provisions on the obligation of secrecy 
and non-exploitation described in this instruction.
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2.7 The Right of the Employer to Retrieve 

The Act on the Protection of Privacy in Working Life contains clear provisions on the 

precondition is the implementation of the duties of the employer in planning and arranging 
electronic mail messaging referred to in section 18 of the Act. The provisions of sections 
19 and 20 constitute further preconditions for the retrieval and opening of electronic mail 
messages referred to in subsection 1 of the Act. It is the management of the Agency that 
has to attend to the duties referred to in section 18.

Spam is becoming an increasing problem. Its volume may reach even 90 percent of 

refer to messages containing non-wanted marketing material, malicious programmes 
or other detrimental material. An organisation has the right but also an obligation to 

for the sheer volume of spam. It constitutes a huge information security risk, because 
electronic mail is an increasingly common means of distributing various malicious 
programmes. They are also often used for criminal activities such as fraud.

with electronic-mail standards are not accepted. The technical standards of electronic-

suspicious electronic mail to a quarantine, where the users may read it if they consider it 
necessary. 
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3 RECOMMENDATIONS

The handling of electronic documents is based on the principles of the secrecy of 
correspondence, the protection of privacy and good governance in the same way as 

• The employer shall, in co-operation with the personnel, draw up clear rules on 
the use of electronic mail and log information (the usage policy of electronic 
communications).

• The usage policy shall inter alia handle the following issues relating to the use of 
electronic mail and the management of electronic-mail systems:

– procedures during the absence of the employee and upon the termination of 
the employment relationship

• The whole personnel has to be informed of the usage policy

of electronic mail

(electronic-mail addresses) indicating inter alia the purpose of the processing of 
personal data
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• The personnel shall be informed of the purpose of the processing of 

• The personnel and a contract party shall be informed of any obligations of 
secrecy and non-exploitation relating to them

• The employer shall decide how reliably the parties to the communications 

signatures

Appendix 2 is a model on the usage policy of electronic mail.

• The supervision may not unfoundedly infringe the privacy of the users or the 
persons handled in the messages for example by reading personal electronic mail

• It must be noted that any supervision directed at electronic mail is in practice 
directed at both the sender of the message and its recipient; the supervision may 
not unfoundedly infringe their privacy

• The users have to be told whether they are supervised, when, how and on what 
grounds; they shall be told the information referred to in section 24 of the 
Personal Data Act unless a ground for a derogation exists (i.e., the investigation 
of crimes)

• The employer has the right to decide the purposes for which electronic mail is 
used

• Usage rights may be restricted in the same way as with telephone calls
• The processing of information involving cost sharing shall be governed by 

the principles of telephone invoicing; in the print-outs, the parties to the 

• Excess supervision shall be avoided, because it may weaken the trust of the 
personnel in the employer and, at the same time, easily work against the 
employer
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• The log information may be used for tasks of technical nature by maintenance 
personnel subject to an obligation of secrecy and for other purposes permitted 
by the Act on the Protection of Privacy in Electronic Communications (e.g. a 
summary comparable to invoicing and statistics which does not show individual 
usage)

• The processing of information involving cost sharing shall be governed by 
the principles of telephone invoicing; in the print-outs, the parties to the 

• The employer shall decide on the time and place of the storage of log 
information

• The supplier of software and equipment shall be requested to supply a 

whether they can be connected to a certain person
• The Data Protection Ombudsman issued a separate instruction Asiaa 

tietosuojasta 1/2003 [On Information Security 1/2003] on the processing of log 

• An electronic-mail system shall have a person or persons responsible for it
• The mail server shall be protected and its maintenance shall take place so that it 

• The maintenance personnel refers to persons who, because of their tasks, come 
into contact with log information and messages of other people; they are bound 
by an absolute obligation of secrecy and non-exploitation

• A commitment shall be drafted of the obligation of secrecy of maintenance 
personnel

• The maintenance personnel shall have personal user IDs
• The necessary information shall be collected of the maintenance measures (the 

• Maintenance tasks shall, where possible, be divided to several persons with 
different user authorisations
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• The organisation shall have organisational addresses (e.g. registrationUnit@

• Electronic-mail messages meant for the agency shall be primarily directed to 

• For example the www-pages of the agency shall direct a person to send a 

individual civil servant or employee
• Where possible, the answers of the authority have to be sent from an 

organisational address
• Instructions shall be drafted on the creation and management of user IDs and 

electronic-mail addresses
• The addresses shall be unambiguous, and persons with the same name have to 

• The organisation shall consider whose contact information is published
• An organisational address shall be the primary one to be published
• The publishing of an organisational address shall be decided on by the 

employer

appropriate after taking into account the task of the employer in question and the 
nature of its own branch

• An organisation shall not publish electronic-mail addresses of its employees 
outside the organisation

• An electronic-mail address in the name of the organisation shall be opened for 

can also be a mailing list); instructions shall be drawn up on its use and one or 
more persons shall be appointed responsible for the address
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• One organisation may have several organisational addresses for its different 

• The sending or automatic direction of organisational electronic mail to an 
electronic-mail address outside the organisation shall be forbidden

• Replies shall be sent from an organisational address, where possible
• The person preparing a matter or other parties shall be informed of electronic 

mail arriving in an organisational address
• A person authorised to use an organisational address should read the electronic 

mail coming to the unit at least once a day and especially on important due dates 
for applications

• The recipient shall (without delay) send the sender of an electronic mail an 
acceptance acknowledgement. However, an acceptance acknowledgement sent 
to a customer does not take a stand to the prerequisites or end-result of the 
handling of a matter and it does not, as such, mean that the matter has become 
pending in the organisation. The acknowledgement message shall be sent by the 
person handling the matter; automatic acknowledgements shall not be used

• The messages shall be handled as required by the Openness Act

mail address outside the organisation shall be forbidden for reasons of 
information security and information management

information etc.)

primarily be treated as a personal message
• The recipient shall (without delay) send the sender of an electronic message 

an acceptance acknowledgement. However, an acceptance acknowledgement 
sent to a customer does not take a stand to the prerequisites or end-result of the 
handling of a matter and it does not, as such, mean that the matter has become 
pending in the organisation. The acknowledgement message shall be sent by the 
person handling the matter; automatic acknowledgements shall not be used
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sent by an authority and not by an individual employee/civil servant

the employee shall notify his communication partners that they may use the 

• The messages shall be handled as required by the Openness Act

archiving plan

mail address
• Personal messages of the employee have to be clearly separated from messages 

belonging to the organisation. The employee shall without delay transfer 

relates to both arriving and sent messages
• The agency shall give instructions on the use of the electronic-mail addresses of 

its employees for electronic commerce and other private matters
• The agency may issue instructions according to which an employee may not 

direct his personal messages to the electronic mail systems of the agency

primarily be treated as a personal message
• Upon the termination of the employment relationship, the employee shall delete 

personal messages, transfer messages relating to his work to a person appointed 
by the employer and notify his communications partners of the deletion of the 
electronic-mail address.

• An employee may not use an electronic-mail address outside the organisation for 
work tasks relating to the organisation
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mail address outside the organisation shall be forbidden for reasons of 
information security and information management

not be used in electronic mail outside the organisation
• Instructions shall be given on the use of an electronic-mail address and service 

outside the organisation during working hours and from the work stations of the 
organisation (whether permitted and, if so, how)

that Has Failed
• The sender of an electronic mail shall have primary responsibility for the 

legibility of the message, its receipt, deadlines and other related factors
• The handling of a failed message shall be handled by automatics and user rights, 

where possible
• If the address of an incoming mail is not known to the electronic-mail system, 

the sender of the message shall automatically be sent an error message
• The duties of sending and returning do not relate to malicious-programme

messages or spam
• The maintenance personnel has an obligation of secrecy and non-exploitation on 

the contents and existence of a message
• Messages that cannot be received or transmitted may be deleted

• Electronic mail sent to the authority by obvious error or ignorance and not 
belonging to its competency shall, in accordance with the Administrative 
Procedure Act, be forwarded to the authority considered to have competency if 

• Another electronic message meant to another organisation and person shall be 
forwarded to the correct address if the address is known. If the address is not 

on failed delivery and delete the message received
• Spam and messages containing malicious programmes may not be forwarded
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• A person learning of a message has an obligation of secrecy and 
non-exploitation on the contents and existence of the message

by electronic mail
• Other than public information and public personal data shall not be transferred 

by electronic mail or other Internet data transfer without encryption
• Information and personal data to be kept secret may be transmitted if 

Recommendations for Cryptography, VAHTI 3/2001) or if the whole data 

• It shall be possible for the employer to open an encrypted organisational 
electronic mail

shall be approved and introduced by the employer
• The correctness and authenticity of documents received by electronic mail have 

recipient, it shall be opened immediately after transfer, stored and, where 
necessary, encrypted with the encryption key of the organisation

• The Information Security Instruction on Processing Government Data Material 
contains recommendations on the handling of electronic mail

• In foreseen cases of absence, the employee and his superior shall ensure the 
proper attendance to the electronic mail of the employee. The recommended way 
is to give the person handling the tasks in question during the absence the right 
to retrieve the messages by means of access lists. 



27

3 Recommendations

• Within the restrictions laid down by the Act on the Protection of Privacy in 

messages belonging to the employer necessary for the continuance of its 
operations while the employee is prevented.

electronic-mail address of an employee are primarily based on the consent of 

messages of the employee from messages belonging to the employer (on the 
separation of messages, see Chapter 3.9).

3.15 Termination of the Employment Relationship

terminate upon the termination of the employment relationship
• Upon the termination of the employment relationship, the electronic-mail 

address shall be deleted
• The employee shall delete personal messages, transfer messages relating to his 

work to a person appointed by the employer and to notify his communications 
partners of the deletion of the electronic-mail address.

• If mail arrives to a deleted electronic-mail address, a (error) message shall be 
sent stating that the address is no longer in use

• Upon the deletion of an electronic-mail address, the following responsibilities 

– Who shall issue the order on the deletion of an electronic-mail address. The 
management of electronic-mail addresses should be tied to the personnel 
management registers of the organisation, which will give the information 
automatically

– Instructions should especially be given for a situation where messages meant 
for the organisation may have arrived at the electronic-mail address

• Upon the death of an employee, his electronic-mail address shall be deleted. 
• There are no precedences on the handling of electronic mail after a death and 

handled with care, the action taken shall be recorded and, in the case of private 
messages, where possible, in co-operation with decedent’s estate.
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• The obligation of secrecy and non-exploitation of a corporate or association 

information is governed by the Act on the Protection of Privacy in Electronic 
Communications also after the death of a person. These rights are not transferred 
to the decedent’s estate. 

• The rights of the employer to the electronic-mail messages of an employee upon 
his death are governed by the Act on the Protection of Privacy in Working Life.

• The rights of the decedent’s estate to material subject to copyright shall be 

• The employer has the right to impose restrictions regarding electronic-mail 
messages and their attachments; the restrictions may be implemented for 

type, consist of spam or damage or threaten the information security of the 
organisation, such as malicious programmes.

• The employees shall be informed of the restrictions relating to electronic mail 
and attachments

• The employer has the right to use software to check the messages and 
attachments for any viruses and other malicious programmes; the employer also 
has the right to delete such messages and attachments

• The rights of maintenance to messages endangering the operations or security of 

• As a corporate or association subscriber, the employer has the right, at the 
request of the user, to prevent the reception of direct marketing referred 
to in sections 26–28 of the Act on the Protection of Privacy in Electronic 
Communications.
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4 LEGISLATION TAKEN INTO ACCOUNT 
IN THE INSTRUCTION

4.1 List of Legislation

On the level of legislative provisions, the user policy of electronic-mail communications 
is governed inter alia by the following:

– The Finnish Constitution, sections 10 (2) and 12 (1) (731/1999)
– The Personal Data Act (523/1999) and the Act on Its Amendment (986/2000)
– The Act on the Openness of Government Activities (621/1999)
– The Decree on the Openness and Good Information Management of 

Government Activities (1030/1999)
– The Act on the Protection of Privacy in Electronic Communications (516/2004)
– The Act on the Protection of Privacy in Working Life (759/2004)
– Act on the Amendment of section 7 of the Act on Co-operation in State Agencies 

– The Act on Coercive Measures (450/1987), Chapter 5a (403/1995; 1026/1995 
and 22/2001)

– The Act on State Civil Servants (750/1994)
– The Employment Contracts Act (320/1970) and (55/2001, entered into force on 

1 June 2001)
– The Administrative Procedure Act (434/2003)
– The Archives Act (831/1994) 
– The Act on Electronic Communications with the Authorities (13/2003)
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– The Act on the Exercise of the Freedom of Expression in Mass Media 
(460/2003)

4.2 The Finnish Constitution

10 § The Protection of Privacy

Freedom of expression and right of access to information

by the inviolability laid down by the Constitution.
It is to be noted that the provision of the Constitution as well as the 

of the above provisions emphasise the fact that the fundamental rights 

Act. This principle is included also in international treaties binding on Finland. They 
especially contain the idea that fundamental rights may not be restricted only on the basis 
of administrative orders, established practice or appropriateness.
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not only protects the sender of the message; instead, it involves a fundamental right of 
both of the parties to the communications.

The Personal Data Act applies inter alia to all employers established in the territory of 
Finland or otherwise subject to Finnish law and their contract partners. The Personal Data 
Act shall be applied when processing personal data unless otherwise provided elsewhere 
in the law. The Personal Data Act is always applied inter alia to the automatic processing 
of personal data. Personal data means any information on a natural person – such as an 
employee, a customer of an authority or other person such as the sender of a personal 
message – or any information on his personal characteristics or personal circumstances 

The personal data referred to in the Act, i.e., an entry on a person, may be recorded for 
example on an electronic, optical or magnetic storage medium.

Entries on electronic-mail messages sent by or to the employee are stored in computers 
used for the transmission and storage of the messages and in servers supporting their use. 

and to the usage log recording its use (i.e., who sent a  message to a certain recipient and 
when) is personal data referred to in the Personal Data Act. The electronic-mail address of 
a natural person constitutes personal data. Also the contents of the messages may indicate 
personal data. 

employer and its contract partner have to know the concepts to be able to act in accordance 
with the Personal Data Act and the Act on the Openness of Government Activities. They 
must know the processing of personal data taking place in the organisation and the 
entries that belong together  the purpose of the processing of personal data and 

legal obligation. The mutual obligations of the orderer and supplier are, where necessary, 

It is the purpose of the Personal Data Act to implement, in the processing of personal 
data, the protection of private life and other basic rights which safeguard the right to 
privacy as well as to promote the development and compliance with good processing 
practice. The employer is the controller referred to in the Act and the employee is the
data subject referred to in the Act. The right of the employer to process other than 
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sensitive personal data on the employees referred to in section 11 is based on the relevant 
connection laid down in section 8 (1) (5) and the obligations of the Act. To process 
sensitive personal data
or trade union membership, the employer has to have a ground laid down in section 12 
of the Act. Personal data is also stored on the natural person sending an electronic-mail
message to a person employed by an authority or to the authority. Also with regard to 
him, the employer has to have a ground referred to in section 8 (1) to process the personal 
data. Third parties mean inter alia a person, corporation, institution or foundation other 
than the data subject, the controller, the processor of personal data or someone processing 
personal data on behalf of the latter two. When giving or disclosing personal data to a third 
party one has to make sure that the third party has a legal right to process it (see Point 2.4, 
paragraph 8 below).

The duty of care laid down in section 5 of the Personal Data Act requires that the 
employer shall process personal data lawfully and carefully, in compliance with good 
processing practice, and also otherwise so that the protection of the data subject’s private 

message – which safeguard his right to privacy are not restricted without a basis provided 
for by an Act. 

A contract partner has a corresponding duty.
Under section 6 of the Personal Data Act, the employer has the duty to plan 

the processing of personal data. The processing of personal data has to have a factual 
foundation in the operations of the employer. The provision requires inter alia 
of the purpose of the processing of personal data
description drawn up and available in accordance with section 10 and which the employees 
shall, in the manner laid down in section 24, be informed of by the employer in addition 

in accordance with the Act and presented or given to the person is one way of meeting the 
duty to inform. Under section 9, only personal data necessary for the declared purpose of 
the processing may be processed, and it shall be ensured that the data is not erroneous. 

The employer and, if the employer has, under assignment (see section 8 (1) (7)), 
outsourced the data processing measures relating to the processing of personal data 

professional or entrepreneur, also the assignee shall attend to the securing of the personal 
data in accordance with section 32.  Unauthorised parties shall not have access to the 
personal data. Unlawful processing shall be prevented. The written contract to be concluded 
with the assignee shall indicate inter alia the obligation of secrecy and non-exploitation
of the persons employed by the assignee. The quality and scope of information security 
measures shall be assessed on the basis of the risks directed at the personal data and the 
organisation and the security measures available.



33

 4 Legislation taken into account in the instruction

Unless the employer, on a ground laid down in the Personal Data Act, otherwise 
deems, the employee and other data subject have, upon request, the right either to inspect 

the data irrespective of the provision on secrecy. The exercise of this right of inspection, 
the related procedures and the possibilities to derogate from it are laid down in sections 
26–28.

of an electronic-mail message outside the Member States of the European Union or the 
European Economic Area, the transferor shall ensure the prerequisites for transfer laid 
down in sections 22, 22a or 23 of the Act.

To enhance compliance with the provisions of the Personal Data Act, the Act contains 
a number of punishable acts and omissions. Under section 48 (1) of the Personal Data Act, 

the Penal Code. The provision is secondary and it is not applied if the break-in relates to 

and data protection offences in Chapter 38, section 9 of the Penal Code.

Under section 4 of the Act, an authority, for the purposes of the Act, means inter alia State 
administrative authorities and other State Agencies and institutions; courts of law and 
the other bodies for the administration of the law; State enterprises, the Bank of Finland, 
including the Finance Supervision Authority, the National Pension Institution and other 
independent institutions subject to public law; Parliamentary agencies and institutions. 
Also the contract partners of these authorities have to know the provisions of this Act. 

Section 5 of the Act provides for . Under subsection 1 of the 
provision, a document, for the purposes of this Act, means a written or visual presentation, 

use for which they are put, are meant to be taken as a whole, but are decipherable only by 
means of a computer, an audio or video recorder or other technical devices. 

Under section 5 (2), means a document in the possession of 
an authority and prepared by an authority or a person in the service of an authority, or 
a document delivered to an authority for the consideration of a matter or otherwise in 
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connection with a matter within the competence or duties of the authority. In addition, a 
document is deemed to be prepared by an authority if it has been commissioned by the 
authority; and a document is deemed to have been delivered to an authority if it has been 
given to a person commissioned by the authority or otherwise acting on its behalf for the 
performance of the commission. 

Under section 5 (
exceptions laid down in subsection 5: 

1) A letter or document sent to a person in the service of an authority or to an 
because of another task performed or position held by the 

recipient;
2) Notes kept by a person in the service of an authority or a person commissioned 

by an authority or such drafts which have not yet been released for presentation 
or other consideration;

3) documents procured for in-service training, information retrieval or any other 
comparable internal activity of an authority;

4) a document given to an authority for the performance of a task on behalf of 
a private party, or prepared for this purpose;

5) a document left with or handed in to an authority as lost property. 

Under section 5 (4) of the Act, the Act applies to documents prepared for negotiations 
or communications between persons in the service of authorities or between authorities 
and private individuals or corporations acting on their behalf or for other comparable 
internal activities of the authorities, only if the documents contain such information 
that, according to the archives  legislation, they are to be archived. However, if the 
documents are archived, the authority may order that access to them may be granted only 
by permission of the authority. 

Under section 5 (5) of the Act, the provisions on document secrecy in section 24 of 
this Act or in another Act also apply to documents referred to in subsection 3 (2) and 
subsection 4.

information. The information to be kept secret under the Openness Act, including 

authority has to be well familiar with the secrecy provisions relating to its own branch. The 
case may involve for example foreign affairs, national defence, business or professional 
secrets, information compiled or obtained by a labour partner or a party to a labour dispute 
or information relating to the state of health of a person. One has to decide whether it is, 
in general, possible to send personal data and other data laid down to be secret by means 
of electronic-mail messages without using an encryption procedure. 
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Sections 9–12 of the Openness Act lay down the right of access to a document and
sections 13–15 on procedures when requesting access to a document; on granting or 
denying access or on forwarding the request to another authority. Section 16 of the 
Act provides for modes of access to a document, not on whether they are public or secret. 
The mode of access laid down in subsection 1 applies to access to information indicated 
by an electronic-mail message. Under subsection 3, access may be granted to a personal 

requesting access has right to record and use such data according to the legislation on the 
protection of personal data (the grounds are found either in a special Act or in section 2 
(5), section 8 (1) and sections 12–18 of the Personal Data Act as well as on whether the 
operations of the person requesting access fall completely outside the scope of application 
of the Personal Data Act, i.e., the situation referred to in section 2 (3) of the Act). However, 
access to personal data shall not be granted for purposes of direct marketing, polls or 

a person employed by an authority) has consented to it.
In its archiving plan, the authority shall decide when an electronic-mail message 

delivered to the authority or compiled by a person employed by the authority is a document 
belonging to the archives of the organisation. The preliminary planning and instructions 
on the handling of electronic-mail messages requires support by the expertise of a person 
in charge of the document management of the organisation with regard to the time, manner 
and form of safekeeping.

An authority belonging to the scope of application of the Openness Act has to implement 
the studies laid down in section 1 of the Decree on the Openness of Government Activities 
to implement good information management practice. Section 2 of the Decree describes 

describes the general information security measures relating to such information material. 
These provisions have to be taken into account also with regard to electronic-mail 
communications.

documents (VAHTI 2/2000), available at and .

Because this is an Act which the authorities shall, as corporate subscribers, apply also 
their employees, who are the users referred to in the Act, one should familiarise 
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oneself carefully with this Act. Below is a short summary of the contents of the Act and 
a few of the central sections.

The purpose of the Act on the Protection of Privacy in Electronic Communications is 

promote information security in electronic communications and the balanced development 

of messages. Chapter 3 lays down the foundations for the processing of messages and 

information security in communications obligate also corporate subscribers. Chapter 6 
contains provisions on telephone services and Chapter 7 on direct marketing. Section 8 
inter alia contains provisions on the divided competency of the Finnish Communications 
Regulatory Authority and the Data Protection Ombudsman. Chapter 9 provides for right 
for access to information, Chapter 10 on information security fees and Chapter 11 contains 
miscellaneous provisions.

Two extracts from the Act:

4 §

another Act provides otherwise.

the Act on the Exercise of Freedom of Expression in Mass Media (460/2003).

of websites.

5 §
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consent of a party to the communication, unless otherwise provided by law.
Whoever receives or obtains in any other way knowledge of location data not intended 

for him or her must not disclose or make use of the data, or the knowledge of its existence, 
without the consent of the party to whom the data applies, unless otherwise provided by 
law.

Current and former employees of a telecommunications operator, value added service 
provider, corporate or association subscriber or telecommunications contractor referred to 
in section 137 of the Communications Market Act must not disclose knowledge obtained 

the consent of a party to the communication or the party to whom the location data applies, 
unless otherwise provided by law.

Th obligation of secrecy referred to in subsection 3 above also covers all persons who 
are or have been acting on behalf of a telecommunications operator, value added service 
provider, corporate or association subscriber or telecommunications contractor.

Penal provision relating to these sections is in section 42.

Information security in communications

19 § 

Telecommunications operators and value added service providers must maintain the 
information security of their services.  Corporate or association subscribers must maintain 

Maintaining information security in such services or processing means taking measures 
to ensure operating security, communications security, hardware and software security 
and data security. These measures must be commensurate with the seriousness of threats, 
level of technical development and costs.

Telecommunications operators and value added service providers are responsible to 
subscribers and users for the information security referred to in subsection 1 also on behalf 
of any third party that wholly or in part provides a network service, communications 

The Finnish Communications Regulatory Authority may issue further regulations to 
a telecommunications operator regarding the information security of services referred to 
in subsections 1 and 2.
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20 § 

In order to combat violations of information security and to remove information 
security disruptions, a telecommunications operator, value added service provider or 
corporate or association subscriber, or any party acting on their behalf has the right to 
undertake necessary measures in order to ensure information security as referred to in 
section 19:

1) by preventing the transmitting and receiving of e-mail messages, text messages 
and other similar messages;

2) by removing from the messages malicious software that endangers information 
security; and

3) by undertaking any other comparable technical measures.

The measures referred to in subsection 1 above may only be undertaken if they are 
necessary for the purpose of safeguarding network services, communications services or 
the communications ability of the recipient.

The content of any message may only be examined using technical means for inspection 
and removal if there is probable cause to suspect that such a message contains a computer 
programme or section of code as referred to in Chapter 34, section 9a (1) of the Penal 
Code (38/1889), or if there is probable cause to suspect that the message is being used 
for disruption of telecommunications as referred to in Chapter 38, section 5 of the Penal 
Code.

Any measures undertaken must be implemented with care, and they must be 
commensurate with the seriousness of the disruption being combated. Such measures 

privacy any  more than is necessary for the purpose of safeguarding network services, 
communications services and the communications ability of the recipient. Such measures 

no longer exist.
The Finnish Communications Regulatory Authority may issue further regulations on 

the technical measures for combating violations of information security and the removal 
of information security disruptions referred to in this section.
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The Act on the Protection of Privacy in Working Life (759/2004) and certain related Acts 

laid down in Chapter 6 of the Act on the retrieval and opening of electronic messages 
belonging to the employer are discussed in Point 2.8. Section 21 of the Act provides as 
follows on co-operation in organising technical monitoring and data network use:

The purpose and introduction of and methods used in camera surveillance, access 
control and other technical monitoring of employees, and the use of electronic mail 
and other data networks, are governed by the co-operation procedure referred to in the 
Act on Co-operation within Undertakings and the Act on Co-operation in Government 
Departments and Agencies. In undertakings and in organisations subject to public law that 
are not governed by the legislation on co-operation, the employer must, before making 
decisions on these matters, reserve the employees or their representatives an opportunity 
to be consulted.

After the co-operative or consultative procedures, the employer shall determine the 
purpose of the technical monitoring of employees and the methods used, and inform 
employees about the purpose and instruction of and methods used in the monitoring 
system, and about the use of electronic mail and the data network.

Under section 24 of the Act, an employer or his representative who deliberately or out 
of gross negligence, in violation of the provisions of section 19, retrieves or, in violation 
of the provisions of section 20, opens a message sent to or by the employee (Paragraph 
10) or violates the provisions of section 21 (2) on the duty to determine and inform 
(Paragraph 11) shall, unless more severe penalties are provided for elsewhere in the law, 

Code (39/1889).

4.7 The Penal Code

The following discusses certain acts punishable by the Penal Code.

Chapter 38: 3 § Data and communications offences
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It is important to note in the provision that, in addition to the contents of the message, 
illegal acquisition of information on the transmission or reception of a message is penalised. 
If the guilty party has committed the offence by making use of his special position of trust 
or a technical device, the act is subject to a more severe punishment. If the perpetrator 
is a civil servant, also the provisions of Chapter 40 of the penal Code on the violation of 

Subsection 1 of the provision protects a closed communication containing a message 
meant for another. It need not be in writing; it may consist e.g. of ADP records. The 
cover of the message shall indicate that it is meant only to be opened by the named 
recipient. In addition to a traditional letter, also an electronic message and messages not 
transferred anywhere but stored in the memory of a computer to be retrieved by a certain 
person or group of persons are protected. What is required is that the communication has 
been technically protected from outsiders and that information on the communication is 
obtained by breaking this protection. It is quite evident that the retrieval of an electronic 
message addressed to a certain person under his name by breaking the protection, i.e., for 
example by using a user ID and password obtained by prying is punishable. 

Section 4 of Chapter 38 of the Penal Code contains a provision on the penalty for 
aggravated message interception. It is applicable inter alia if a person in the service of 
a telecommunications company makes himself guilty of message interception.

Sections 5–7 of Chapter 38 of the Penal Code provide for punishment on different 
decrees of interference with data communications.

PC 38:8 § Computer break-in
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system or to break other protection arrangement. The subject matter of a computer break-in
is a data system maintained by a computer, which, under the grounds for the provision, 
usually refers to an entity of data processing and transfer equipment used in a certain 
organisation, but which may also be a functional entity based on the services provided by 
them. A computer break-in may also be directed at a data processing entity maintained 

excluded. However, also the breaking of codes by accident is punishable if the purpose 

acquired the correct user ID or other information. It may for example have been pried 
from the right user or found in a note near the computer of the right user. For the act to be 
punishable it is required that the actor knows that he is illegally breaking into the system. 

PC 35:1.2 § Criminal damage

PC 34: 9a § Criminal computer mischief
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7. APPENDICES

always take place by means of software and by maintaining communications secrecy.
This instruction is public and it shall be publicly available.

(point 9), isolated to a separate quarantine area for a set time, after which they may be 
deleted (points 8–11) or transmitted to the recipient marked as spam (point 11). Malicious 
programmes shall be deleted from messages being transmitted. The error messages sent to 

with standard RFC 2821. The error message may also contain a user-friendly description 
of the error, when possible.

Filtering methods

1. Third party open relay prevention, i.e., prevention of relay attacks
through hardware of the organisation.

The organisation shall not transmit outward messages where they do not originate in 
the address space of the organisation or where the address of the recipient is not an 

organisation will prevent SMTP connections to other than its primary mail servers through 
the Internet.

An example of an error message to be sent to the mail server: 
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2. Transmission of mail from unknown domains or computers

The mail server of the organisation shall make a domain name check to ensure the existence 
of the sender domain or computer. If the sender domain or computer is not ascertained by 
the domain name check, the mailing may be temporarily prevented unless the name server 
information of the computer or domain is in order.

An example of an error message to be sent to the mail server: 

3. Black lists

The organisation shall not transmit mail from mail computers which can be used for third 
party open relay attacks (see point 1). The organisation may in its check make use of 
international databases maintained by well-known service providers.

Examples below:
MAPS ( Mail Abuse Prevention System )
ORDB ( Open Relay DataBase )
DSBL ( Distributed Server Boycott List )
SPAMHAUS ( The Spamhaus Project )
An example of an error message to be sent to the mail server: 

4. Mail transmission from mail computers known to transmit spam

The organisation shall not transmit mail from computers known to send spam or where the 
maintaining organisation is known to support senders of spam. The organisation may in its 
check make use of international databases maintained by well-known service providers. 
For example NJABL database ( Not Just Another Bogus List ).

An example of an error message to be sent to the mail server: 

5. Transmission of mail from computers with a dynamically reserved
network address

The organisation may refuse to transmit mail from computers whose network address is 
a part of a dynamically reserved address space.  The organisation may in its check make 
use of international databases maintained by well-known service providers, e.g. NJABL 
Dynablock.
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An example of an error message to be sent to the mail server: 

In points 3, 4 and 5, the organisation may utilise international databases maintained by 
well-known service providers.

When using databases, the organisation shall ensure their appropriateness inter alia 
by examining the principles used to add addresses to the database. The service provider 
maintaining the databases has to provide an easy-to-use mechanism for requests to delete 
addresses from the base. The deletion requests shall be handled within a reasonable time 
after they have been made.

When using databases, the check may be in real time or the organisation may maintain 
its own copies of databases, which, however, have to be updated at reasonable intervals.

In order to prevent detrimental mail, the organisation may, where necessary, have 

permanently to block certain domains, senders, recipients, individual network addresses 

An example of an error message to be sent to the mail server: 
or

deviations indicating spam may include unusually long periods to contact the mail server, 
an exceptional amount of mail from the same host or a large number of recipients for 

slowing down the connection speeds or by restricting the time of connection. Restrictions 
shall, however, always be used with discretion in order not to disturb the functioning of 
for example electronic mailing lists. 
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8. The size of the message and number of attachments

The organisation may restrict the size of the messages that it transmits and the number of 
any attachments. The information on restrictions relating to the size of the message and 
the number of attachments has to be publicly available.

9. Deletion of malicious programmes

The organisation shall, where possible, delete any malicious programmes from messages 
it transmits or, where necessary, destroy the whole message containing malicious 
programmes.

*.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.dll, *.exe, *.hlp, *.hta, 
*.inf, *.ins, *.isp, *.js, *.jse, *.lnk, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.ocx, *.pcd, 
*.pif, *.reg, *.scr, *.sct, *.shs, *.url, *.vb, *.vbe, *.vbs, *.wsc, *.wsf, *.wsh

isolated to a quarantine area for a set time and the recipient or sender shall be informed 

11. Filtering based on the contents of electronic mail

quarantine area, where the recipient may retrieve it or the recipient shall otherwise be 
informed of the receipt of the message within a reasonable period. 

12. Delay

Where necessary, the organisation may delay the transmission of messages for a reasonable 
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13. Other

methods were deemed to include methods which essentially restrict the natural openness 
of the electronic-mail architecture, e.g. challenge/response or graylisting or those still in 
test use, e.g. RMX, SPF, DMP. The use of the former is acceptable from the assessment 

The organisation providing electronic-mail service shall ensure that the electronic-mail
addresses relating to the maintenance of the electronic-mail domain exist and that they 

available.
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shall enter into force on X.X.200X. 

1. General

In the handling of electronic documents, applies the principles of the 
secrecy of correspondence, the protection of privacy and good governance in the same way 

relating to the users are described later on in this document as well as in [Rules on the use 
of information systems] and [Maintenance rules of information systems].

Ensuring that an electronic-mail message is received by the recipient is the responsibility 
of the sender. In electronic communications, the sender may ensure that the message is 
received from the acknowledgement on the receipt of the message sent by the authority.

The organisation may order the purposes for which electronic mail and the data system 
are used and the user rights may be restricted like in the case of telephone calls.

The instructions and recommendations on matters to be taken into account in the 
handling of electronic mail are based on valid legislation and the instructions of the 

on the handling of the electronic mail.
This rule and other instructions on the use of data systems of an organisation are 

available at the www servers of the organisation [URL] and [WHERE AS HARD 
COPIES].

In this rule, electronic messages are divided into four categories depending on the address 

– an organisational electronic-mail message is a message relating to the address of 

Appendix 2
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– a personal electronic-mail message is a personal message sent to an electronic-
mail address given by the organisation (usually the same as the address of an 

– another electronic-mail message is a message relating to an electronic-mail 

name, all of which have a separating part. Also the sending address of an electronic mail 

According to the Personal Data Act (523/1999), the electronic-mail address of a 
natural person is personal data. Personal data is registered in the personal data registers 

descriptions.
The organisation and its units shall have organisational addresses (e.g. registrationUnit@

The services of an organisation shall be primarily addressed by means of organisational 

Publication means the indication of an electronic mail address inter alia in the telephone 
directory of the organisation or other publication, the public www pages of the organisation, 
in business cards and in directories.

mail addresses of its employees to the extent necessary for attendance to its duties and tasks.  
An organisation does not publish electronic-mail addresses outside the organisation 

[The electronic mail address shall always contain the name of the user both in the 
setting of electronic mail systems and otherwise when publishing the address.]

2.3 Handling of Electronic Mail of an Organisation

Each organisational address shall have a person appointed to be in charge of it. The 
organisation has to ensure the regular handling of messaged coming to the address.

The transmission or automatic direction of the electronic mail of an organisation to an 
electronic-mail address outside the organisation is forbidden for reasons of information 
security and information management.

 Appendix 2
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If a message that has arrived has a request for acknowledgement, the acknowledgement 
is sent without undue delay. In electronic communications, an authority shall inform 
the sender of an electronic document of its arrival by means of an acknowledgement. 

systems planned for them. 
An organisational reply sent by an employee shall indicate that it has been sent as a 

reply to a message received at an organisational address. The reply shall also emphasise 
or set the return address so that also further contacts will come to the organisational 
address.

Electronic mail messages of an organisation are handled in accordance with the Act on 
the Openness of Government Activities (621/1999) The Openness Act contains provisions 

a document may be granted. Additional information is available in the Recommendation 

in the archive plan, where necessary. 

address outside the organisation is forbidden for reasons of information security and 
information management 

primarily as a personal message directed at the recipient, because the recipient cannot 
prevent the arrival of personal messages.

The right of the employer to retrieve or open electronic mail messages sent to or by the 
employee (GB 162/2003, XXX/2004) is further provided for in Chapter 4.3.

If a message that has arrived has a request for acknowledgement, the acknowledgement 
is sent without undue delay. In electronic communications, an authority shall, without 
delay, inform the sender of an electronic document of its arrival by means of an 
acknowledgement. The acknowledgement message shall be sent by the person handling 
the matter; automatic acknowledgements shall not be used. (More detailed provisions on 
automatic acknowledgements are laid down in Chapter 4.1). 

authority and not by an individual employee for example by appending the signature with 
the status and name of the unit. In the case of an application or other message requiring 
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measures by the authority, the return address shall be set so or the customer shall be 
reminded of the fact that further contacts are handled through an organisational address.

Organisational electronic mail messages are handled in accordance with the Act on 
the Openness of Government Activities (621/1999) The Openness Act contains provisions 

a document may be granted.

necessary. 

Personal messages of the employee have to be clearly separated from messages belonging 
to the organisation. The employee shall without delay transfer personal messages coming 

(private, private matters etc.). This relates to both arriving and sent messages. 
The use of an electronic mail address of an organisation for personal uses of the 

employee is permitted to a minor extent and so that it does not cause detriment to the 
operations of the organisation. However, the use for a commercial or political purpose, 
such as a private business purpose or promotion of candidates in elections outside the 
organisation is absolutely forbidden with the exception of trade-union activities of the 
personnel.

Chain letters or mass mailings may not be sent from the mail servers of an organisation. 
The need of the organisation for extensive information to the members of the organisation 
will be considered case by case.

2.6 The Handling of Other Electronic Mail

An electronic mail address outside the organisation (i.e., another address than @ 

may not use an electronic-mail address outside the organisation for work tasks relating 
to the organisation. 

User IDs relating to an electronic mail address outside the organisation may not be 
used with the same passwords as IDs provided by the organisation. 

The use of an electronic mail address outside the organisation from the work stations 
of the organisation is not recommended. 
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3. Messages requiring special measures

3.1 Restriction of Electronic Mail and Their Attachments

The organisation has the right to use software to check electronic mail and attachments 
for any viruses and other malicious programmes and to restrict the receipt and sending of 
any detrimental or too large attachments The organisation may also delete messages and 
attachments containing viruses and other malicious programmes. The organisation does 

3.2 The Handling of Spam

may prevent the receipt of spam.

titles or on the basis of an automatic content analysis. The prevention is implemented 
by technical means in the electronic mail service. The organisation may also destroy the 

or destruction of spam nor to return the destroyed message to its sender. The organisation 

electronic mail], 
Spam must not be replied to, because this would just increase the arrival of spam. A 

reply would indicate that the electronic mail address is functional, which will result in its 
addition to the address list of the senders of spam.

The user may notify the maintenance personnel or ADP support person of annoying 
spam. In practice, the maintenance can only attempt to interfere with messages sent from 
Finland.

3.3 The Handling of Electronic Mail that has Failed

The sender of an electronic message has the primary responsibility for the legibility of 
the message, its receipt, any missing of a deadline and other corresponding factors until 

If the address of an incoming mail is not known to the electronic-mail system, the 
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shall also be sent to the sender if the space of the electronic mail of the recipient is full. 
The users are themselves responsible for the space for their arriving mail.

The duties of sending and returning do not relate to malicious programmes or spam.

3.4 Electronic Mail Arriving at the Wrong Address

A person learning of a message has an obligation of secrecy and non-exploitation on the 
contents and existence of the message

An electronic-mail message meant to another person (e.g. a namesake) shall be 
forwarded to the correct address if the address is known. If the address is not known, the 

and delete the message received. 
An electronic-mail message sent to an organisation or authority by obvious error or 

ignorance and not belonging to their competency shall, in accordance with the section 21 
of the Administrative Procedure Act (434/2003), be forwarded to the authority considered 

If forwarding is not possible, the message shall be returned and deleted from the servers 
of the organisation. 

The duties of sending and returning do not relate to malicious programmes or spam.

4. The Handling of Electronic Mail in Special Circumstances

4.1 Automatic Replies to Messages

The use of automatic replies is not recommended. However, if an automatic reply is 
considered necessary (for example in the case of long vacations or leaves of absence of 
employees or the termination of an employment relationship), the reply message shall ask 
the sender primarily to contact the appropriate organisational address.

4.2 Termination of the Employment Relationship

The right of a person to use an electronic-mail address given by the organisation shall 
end upon the termination of the employment relationship or right to study. The right 
of use of persons outside the organisation shall be the responsibility of the superior of 
the unit who has recommended the right of use. After the termination of the right of 
use, the organisation shall no longer accept messages sent to the person; instead, it will 
automatically notify the sender that the address is no longer functional.

The employee shall notify his communications partners of the deletion of the address 
before the termination of the employment relationship and remove his personal messages. 



53

Appendix 2

Other messages shall remain in the possession of the organisation. If the employee stops 
handling his duties even prior to the termination of the employment relationship, the 
reception of electronic-mail has to be prevented at that stage already. (On automatic 
replies, see Chapter 4.1.).

Further instructions are found in [separate instructions].

In foreseen cases of absence, the employee and his superior shall ensure the proper 
attendance to the electronic mail of the employee. The recommended way is to give the 
person handling the tasks in question during the absence the right to retrieve the messages 
by means of access lists. (On automatic replies, see Chapter 4.1.)

Within the restrictions laid down by the Act on the Protection of Privacy in Working 

belonging to the organisation and necessary for the continuance of its operations while 
the employee is prevented. Both information on and retrieval of messages received or 

messages of the employee from messages clearly belonging to the organisation (on the 
separation of messages, see Chapter 2.5). 

If the employee has not given another person approved by the employer his consent 
to retrieve and open the messages belonging to the employer from among his electronic 
mail during the absence of the employee or if his consent cannot be obtained due to a 
serious illness, the administration manager may order the superior of the employee, with 

absence of the employee. The reason for the retrieval and opening of the messages, those 

4.4 Messages and post boxed detrimental or dangerous
to the electronic mail system

The right of the maintenance of an electronic mail system to interfere with electronic mail 

governed by the [maintenance instructions of information systems].
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5. The Encryption and Authentication of Electronic Mail

The user has the right to encrypt his electronic mail using an encryption method.

Documents containing other than public information and public personal data shall 
not be transmitted by electronic mail or other data transfer over a data network without 
encryption.

Information and personal data to be kept secret may be transmitted electronically if 

messages shall be approved and introduced by the organisation.
The authenticity and integrity of documentary received by electronic mail has to be 

shall be opened immediately after transfer.  Where necessary, it may be re-encrypted so 
that it can be opened also by others handling the matter. [The obligations does not relate 
to messages containing malicious programmes or spam.]

6. 3.3 The Supervision of Electronic Mail and the Collection and
Storage of Log Information

Instructions on the supervision of electronic mail and the collection and storage of log 
information is found in [The Maintenance Rules of Information Systems] and in [The 
processing Rules of Logs].

7. Supervision of these Rules

The supervision of these rules shall be the responsibility of the organisation [the ADP 
centre, the owners of the electronic mail servers of the other units of the organisation] as 
well as operational supervisors. Violations of the rules shall be handled in accordance with 
[the sanction procedure of data technology violations]. 

The rules are up-dated where necessary or when the common recommendations for 
the rules of the organisation change. The need for up-dating shall be monitored by the 
[data security manager].
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SECRECY AGREEMENT

I hereby undertake that, while I am an employee or apprentice of the Agency, or otherwise 
employed by it or acting upon its commission, I will not disclose to third parties any 
contents of documents to be kept secret or other facts that have come to my knowledge 
where an Act or a Decree lays down an obligation of non-disclosure or secrecy.

In addition, I undertake not to abuse any non-public and secret information I have 
received because of my tasks and not to leave it easily accessible to third parties.

Information included within the secrecy include for example business and professional 
secrets, personal data, any information relating to security arrangements. In this context, 
third parties are also deemed to include persons working in the Agency or its co-operation
partners who, on the basis of the tasks agreed or assigned to them, do not need to know 
the matter.

Upon the termination of my service or commission relationship, I will surrender any 
documents and data media containing non-public or secret information relating to the 
Agency or its customers and given to my possession or drafted by me as well as any copies 

any corresponding information that I have stored in data systems in my possession unless 
otherwise agreed upon with the Agency. The non-disclosure and secrecy obligation shall 
survive the termination of the employment or commission relationship.

I have familiarised myself with the provisions on the obligation of secrecy and 
non-exploitation contained in valid legislation and presented to me, the information 
security policy of the Agency and the information security instructions and information 
protection obligations of the whole personnel. I undertake to comply with them as well 
as with separately issued instructions or orders. Their violation may in certain cases 
constitute an act to be deemed a crime. If amendments take place in the above provisions, 
the employer will tell me about them. 

I have read and understood the obligation of non-disclosure and secrecy as described 
above and I undertake to comply with these obligations.

_______________ ________________________________
Date   Signature

   ________________________________
   Name in print

Appendix 3
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4. Model on the text to be added to the 

NOTIFICATION OF CONFIDENTIALITY

or publication is restricted under the applicable law.
The contents are meant only for the use of the recipient.
If this message is not meant for you, its utilisation, copying, amendment or possession 

is forbidden.
If you have reason to believe that this message is not meant for you, please delete it 

and any copies from your equipment. Remember that, with regard to this message, you 
are under a secrecy obligation under the law nor may you exploit the message.

 Appendix 4
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CONSENT

I hereby consent that 
_____________ the person(s) named
has/have the right to read any electronic messages relating to my work assignments and 
sent to me in the following circumstances:

– during my annual holiday, when it exceeds ___ days
– during my leave of absence, when it exceeds ___ days
– during a work trip, when it exceeds ___ days
– during my training, when it exceeds ___ days
– when I am ill, when the illness lasts for more than ___ days
– after my death

I know that the person retrieving electronic messages addressed to me has an obligation 
of secrecy and non-exploitation with regard to messages meant for me personally.

I know that I have the right to withdraw this consent.

_______________ ________________________________
Date   Signature

   ________________________________
   Name in print

Appendix 5
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VAHTI

– Management of Attack and Other Information Security Problem Situations, 
VAHTI 3/2005

– Electronic-mail Handling Instructions for State Government, VAHTI 2/2005
– Information Security and Management by Results, VAHTI 1/2005
– Protection of Central State Government Information Systems, VAHTI 5/2004
– Datasäkerhet och resultatstyrning, VAHTI 4/2004
– General Instruction for Protection against Malicious Programmes, VAHTI 

3/2004]
– Information Security and Management by Performance, VAHTI 2/2004
– Development Programme of Finnish Government Information Security, VAHTI 

1/2004
– Risk Assessment Instruction to Promote Government Information Security, 

VAHTI 7/2003 
– General Instruction on Information Security Education in Public Administration, 

VAHTI 6/2003
– User’s Information Security Instruction, VAHTI 5/2003 (in Finnish, Swedish 

and English) 
– Glossary of Government Information Security, VAHTI 4/2003
– Assessment of Information Security Management, VAHTI 3/2003
– Secure IT Architecture for Remote Access, VAHTI 2/2003
– Secure Use of the Internet, VAHTI 1/2003
– Instructions for Processing Sensitive International Material, VAHTI 4/2002
– Information Security Instruction for Remote Work, VAHTI 3/2002
– Authentication Principles in Government Electronic Services, Ministry of 

Finance 2002
– Information Security Recommendations for ITC Rooms, VAHTI 1/2002
– IT Security and Ensuring Operations, Ministry of Finance and National Board of 

Economic Defence, 2002
– Information Security Checklist for ICT Procurements, VAHTI 6/2001 
– General Instruction on Information Security of Electronic Services, VAHTI 

4/2001
– Methods and Recommendations for Cryptography, VAHTI 3/2001
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– Information Security Recommendation for Government LANs, VAHTI 2/2001
– General Instruction for Government Information Security Work, VAHTI 1/2001
– Information Security Recommendation on Information System Development, 

3/2000
– Information Security Instruction on Processing Government Data Material, 

VAHTI 2/2000
– Recommendation for Drafting an Information System Report, Ministry of 

Finance 17.2.2000

Documents, Ministry of Finance 5/01/2000
– Information Security Recommendation for Outsourcing, VAHTI 2/1999
– Recommendation for Security of Premises, Ministry of Finance 31.12.1998
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