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FOREWORD

Ministry of Finance is responsible for steering and development of information security 
in the Finnish Government and has set up The Government Information Security Manage-
ment Board VAHTI for co-operation, steering and developing Government information se-
curity. The results of VAHTI co-operation are widely utilised in local government, private 
sector and international co-operation as well, besides the Finnish Government.

Members of VAHTI represent various administrative sectors and levels of public ad-
ministration as well as broad information security experience. The group is well known 
for its information security  instructions and guidelines as well as other information secu-
rity publications.

In 2003 VAHTI set up a task force to draw information security recommendation about 
management by results. This document is the translation of that recommendation, which 
was fi nalised in 2004.

The Ministry of Finance issued this Information Security Recommendation (hereinaf-
ter the Recommendation) drafted by the Government Information Security Management 
Board VAHTI in April 2004. The Recommendation supplements the existing extensive in-
formation security instructions issued by the Ministry of Finance and replaces the earlier 
information security recommendation of the Ministry “Management by results and Devel-
opment Tools of Information Security” (The Ministry of Finance, VAHTI 2/1997). 

Information security promotes the quality, effi ciency and productivity of government 
services. A suffi cient level of information security is a necessary pre-requisite for the con-
tinuance of the operations and operating ability of an organisation. Development of the 
performance management of information security has a high priority in the overall devel-
opment of Government information security described inter alia in the Government Infor-
mation Security Development Plan (VAHTI 1/2004).

The Recommendation presents a summary of the central principles of the development 
of information security as well as their connection to management by results, the manage-
ment of offi ces and the evaluation of operations. Information security is an important part 



of the normal development of services and operations and therefore it has to be included 
also in management by results. The most central task is the integration of information se-
curity to the operational goals of organisations in performance agreements and steering.

The translation of the recommendation will be available in the English Internet pag-
es of the Government Information Security Management Board: www.ministryoffi nance.
fi /security. 



INFORMATION SECURITY AND 
MANAGEMENT BY RESULTS

Summary

A suffi cient level of information security is a necessary pre-requisite for the continuance 
and credibility of operations. Information security improves the service ability of offi ces 
and agencies as well as enhances the effi ciency and quality of operations. The signifi cance 
of information security has been continuously increasing in the management of organi-
sations and in ensuring their operating ability as well as in maintaining disturbance-free 
and effi cient operations. The Recommendation presents a summary of the central princi-
ples of the development of information security and their connection to management by 
results and the management of offi ces and the evaluation of operations. The Recommen-
dation examines information security and information management as part of the manage-
ment of offi ces and agencies, the provision of services and quality management.

Information security ensures the integrity, availability and confi dentiality of the in-
formation processed in an organisation. Information security as a concept is very wide. 
When extensively documented and well managed, its different parts, such as administra-
tive security, personnel security, physical security, data transfer security, equipment se-
curity, software security, information material security and usage security, form a strong 
foundation for the continuity and reliability of the operations of the organisation and for 
its effi ciency and effectiveness.

Information security and its continuous improvement are not an activity carried out for 
its own sake; instead, security occupies a central position for example in the provision of 
electronic services. When looked at from the point-of-view of citizens and users, the task 
of government is to provide electronic services whose reliability the user can trust and 
which are provided taking into account the basic rights of citizens.

The Recommendation handles information security according to the following division:
– the defi nition of information security as a whole;
– a presentation of general principles relating to information security using the Rec-

ommendation of the OECD as the basis;
– an examination of the guidelines of national information security as a background 

factor; 
– the placement of information security in the management by results framework be-

tween the Ministry and the offi ce;



– a description of the handling of information security as an internal steering process 
of an offi ce including policy and instructions as well as monitoring and evaluation.

The Appendices of the Recommendation contain an example of the handling of informa-
tion-security issues in a management model based on the Balanced Scorecard (BSC; Ap-
pendix 1) as well as in an evaluation based on the quality system (Appendix 2).
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The central content of the Recommendation Information Security and Management 
by results is summarised in the following eight points:

Recommendation 1. Information security is part of the management by results of gov-
ernment, where the operations of an offi ce or agency are examined as a whole and where 
several different perspectives are used in setting the performance targets (impacts, effec-
tiveness, quality and human resources). Management by results also aims at strengthen-
ing good governance.

Recommendation 2. Information security is an extensive operational entity, and its foun-
dation is formed by the security culture of the organisation and by human actions.

Recommendation 3. State government applies the principles of the security culture rec-
ommended by the OECD.

Recommendation 4. A national information security strategy creates a common basis for 
extensive development work in information security.

Recommendation 5. Information security is part of the ordinary development of opera-
tions, risk management and management by results, which can utilise both qualitative and 
quantitative information and meters based thereon.   

Recommendation 6. In the improvement of information security, the offi ces and agen-
cies must fi rst of all ensure their main functions and defi ne the information security pol-
icy guiding all their operations.  All those working in the organisation are, for their own 
part, responsible for information security. 

Recommendation 7. Information security is part of the development of public services, 
where the central issues are the availability of services, the basic rights of citizens and 
good information management practice. 

Recommendation 8. It is the task of the management to launch internal and external eval-
uations, to strengthen evaluation know-how and to ensure that the evaluation results are 
handled in an appropriate way as part of leadership and management by results.
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1 Introduction

1 INTRODUCTION

The information security of an organisation is affected by several societal change fac-
tors:
– the signifi cance of information technology is continuously increasing in the opera-

tions of organisations and their maintenance as well as in the everyday life of people
– information technology is becoming more complex and its use is continuously wid-

ening to different areas of society
– at the same time threats to information security are becoming more common
– the awareness of citizens of the signifi cance of information technology and their 

skills in utilising it have signifi cantly increased.

Information security is a central part of organisational security. As a concept, it is not on-
ly restricted to technical solutions; it also includes the development of services and the 
attitudes, knowledge and skills of the users of information technology. It is the purpose 
of this Recommendation to present a clear model for handling information security is-
sues together with tools, with which central issues of information security can be exam-
ined as part of leadership and management by results. The Recommendation is directed 
at the management of offi ces and agencies. The entity of information security is exam-
ined from the perspective of the Ministries and also from that of management by results 
between the Ministries and offi ces and agencies and as an internal operating process of 
an organisation.

The signifi cance of information security is more and more central in maintaining and 
ensuring the operating ability of an organisation. Defi ciencies in security affect the oper-
ating conditions of the whole organisation. Disturbances in operations or their paralysa-
tion, information leaks and various other disturbing factors undermine the credibility of 
the organisation and result in serious problems preventing effi cient operations. In a net-
working society defi ciencies in information security also easily endanger the operations of 
the customers and co-operation partners of the organisation. The trust of citizens in gov-
ernment may suffer as a result of repeated information security problems. The problems 

11



12

may also result in legal liability, because organisations are more and more liable also for 
the information security of their interest groups.

The Recommendation has been drafted on commission and under guidance of the Gov-
ernment Information Security Management Board VAHTI. The views of offi ces and agen-
cies have been heard in its preparation. The following organisations have participated in 
drafting of the recommendation: The Ministry of Finance, The Ministry of Trade and In-
dustry, The Data Ombudsman offi ce, The National Board of Customs, The Population 
Register Centre, The Ministry of Education, Helsinki University of Technology.

VAHTI decided on the publication of the Recommendation at its meeting in March 
2004. The Translation of recommendation was prepared mostly in 2004 and fi nalized in 
2005.

1 Introduction
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2 SHARPENING MANAGEMENT 
BY RESULTS

Recommendation 1. Information security is part of the management by results of gov-
ernment, where the operations of an offi ce or agency are examined as a whole and 
where several different perspectives are used in setting the performance targets (im-
pacts, effectiveness, quality and human resources). Management by results also aims 
at strengthening good governance.

In the Government Bill on an Act on the Amendment of the Act on the State Budget, giv-
en to Parliament on 16 September 2003 (GB 56/2003), the Government committed itself 
to a comprehensive development programme to sharpen management by results and ac-
countability. The Act (1216/2003) on the Amendment of the Act on the State Budget en-
tered into force on 1 January 2004. The Decree on the Amendment of the State Budget 
(1243/1992) specifying the provisions of the Budget Act was adopted by Government on 
7 April 2004 and it entered into force on 15 April 2004. The purpose of the legislation is 
signifi cantly to sharpen the management by results and accountability of government. In 
practice, better management by results and accountability require i.a. a reform of State fi -
nal account reporting as well as the development of procedures relating to the implemen-
tation of accountability, accounting and management.

The reformed State Budget Act has re-defi ned the basic criteria of performance. Man-
agement by results and reporting clearly differentiate between broad societal impacts and 
operational effi ciency, which can be directly affected by the management of an offi ce or 
agency. The criteria of performance thus consists of

– societal impacts
– operational effi ciency
– outputs and quality management as well as of
– human resources development.

2 Sharpening management…
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These basic criteria of effectiveness are described in Figure 1.
The responsibility of the Ministries in leading their policy sectors and in implement-

ing performance liability is emphasised. The Ministries have to evaluate the fi nal accounts 
and audit reports of the accounting offi ces subordinate to them and issue public statements 
thereon with their grounds. The statements on annual accounts have to take a stand as to 
whether the annual accounts give a correct and suffi cient picture of the fi nances and the 
effectiveness of operations, whether the performance targets have been attained and what 
measures the offi ces and agencies with account liability should undertake on the basis of 
the annual accounts and the audit reports and other evaluations issued thereon.

The responsibility of the management for internal control and risk management is 
strengthened at all levels of government. In connection with the annual accounts, the man-
agement of offi ces and agencies has to issue a confi rmation and evaluation statement as 

Figure 1. The criteria of performance

Human resources development

Operational
performance:
outputs

Operational
effi ciency
- economy
- productivity
- profi tability
- costrecovery
 rate

Societal
impacts

Outputs and
quality mana-
gement
- commodities
 and public goods
- service ability and
 quality

Societal impact
targets (outcomes)

Societal impact:
outcomesA

C
C

O
U

N
TTA

B
ILITY

M
A

N
AG

EM
EN

T 
B

Y 
R

ES
U

LT
S

How operations and 
use of fi nances have
infl uenced the
societal impacts

2 Sharpening management…

Operational results
(outputs)



15

2 Sharpening management…

to whether the internal control is suffi cient and appropriate in the sense referred to in the 
Budget Act and Decree and what the essential development needs are. The control and 
development liability of the management of course also includes information manage-
ment and information security. The accounting regulation of the accounting offi ce con-
tains more detailed provisions e.g. on the information security of the fi nancial adminis-
tration of the accounting offi ce and the related systems.

The starting point of management by results is that the performance targets of an of-
fi ce or agency emphasise the economical nature and productivity of operations as well as 
quality and service ability and other issues with a direct effect. Also societal impacts tar-
gets guide the setting of performance targets. On the level of the Government choices can 
be made from among extensive entities of measures and thus affect the social and fi nan-
cial development of all society. Within these extensive chains of infl uence it is also possi-
ble to defi ne separate factors affecting information security, which are clearly tied to the 
services or products of a certain offi ce or agency. Performance targets are as closely as 
possible connected to actual operations, and so the attainment of results depends on the 
own activities of the offi ce or agency and on its management.
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3 DEFINING THE FOUNDATION OF 
INFORMATION SECURITY

3.1 Information security as a whole

Recommendation 2. Information security is an extensive operational entity, and its 
foundation is formed by the security culture of the organisation and by human ac-
tions.

As a concept, information security is an extensive entity, and there are numerous defi ni-
tions for it depending on the sub-area of security being examined. As a concept, informa-
tion security is not only restricted to technical solutions, such as software and hardware, 
but the most central security factors belonging to it relate to human actions and the gen-
eral arrangements for security operations. The effects of information security extend to 
the operations of the whole organisation, such as the quality of services, productivity and 
economicality.

When examining the sub-areas of information security, the following division is gen-
erally used, and also the central contents of the sub-areas are described here.

– administrative information security (an entity formed by management, information 
security arrangements, the tasks and responsibilities of personnel as well as by in-
structions, training and control) 

– personnel security (security factors relating to the reliability and suitability of per-
sonnel, the management of rights, substitute arrangements, the protection of person-
nel and security factors relating to the employment relationship) 

– physical security (protection of the physical operating environment required by in-
formation technology and e.g. premises)

– data-communications security (factors relating to the usability of data transfer con-

3 Defining the foundation… 3 Defining the foundation…
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nections, protection and encryption of data transfer, identifi cation of the user and se-
curing the network)

– equipment security (factors relating to the usability, operations and maintenance of 
equipment as well as to the availability of equipment and accessories)

– software security (factors relating to the protection characteristics of software, con-
trol and log  procedures as well as to maintenance and up-dates)

– information material security (usability, correctness and confi dentiality of informa-
tion and information material, its secure processing and the destruction of waste in-
formation)

– operations security (operating conditions required by the safe use of information 
technology, such as control, user rights, support and maintenance services and the 
handling of disturbances).

The operations of an organisation aim at protecting information, because information and 
the related systems are an essential part of the survival of the operations and operating 
ability of the organisation. The processing of information is secured in order to avoid wil-
ful or non-wilful threat factors that may endanger the integrity, availability or confi den-
tiality of information. In threat scenarios, the use of data warehouses may be interrupt-
ed or the warehouses may be destroyed. Information may be stolen or its contents may 
be altered by processing it in different ways. To prevent this, the foundation of informa-
tion security has to consist of a security culture based on the own operational culture of 
the organisation with the people handling information systems and information forming 
its core.

3.2 Principles of security culture

Recommendation 3. State government applies the principles of the security culture 
recommended by the OECD.

The organisation for Economic Co-operation and Development, the OECD, published its 
recommendations for the security principles of information systems and data networks in 
2002. The recommendations are not only actual guidelines for system technology, they 
can actually be considered to cover the whole fi eld of information processing. The pub-
lication lists nine principles, according to which the new security culture needed in or-
ganisations should develop. Here is a summary of these principles (cf. OECD Guidelines 
for the Security of Information Systems and Networks. OECD Recommendation. Finn-
ish translation. Ministry of Finance, 2002).

3 Defining the foundation…3 Defining the foundation…
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The fi rst of the principles is awareness of security. The participants of society should 
be aware of the need for information security and what they can do in their own operat-
ing environment to enhance security.

The next principle is responsibility. All participants of society are responsible for in-
formation security. This requires an increase of awareness through training, information 
and education. 

The signifi cance of the response is emphasised when networked organisations face in-
formation security threats at an ever faster rate. All participants should act in a timely and 
co-operative manner to prevent, detect and respond to security incidents.

The next principles in the list of recommendations are ethics and democracy. Given the 
pervasiveness of information systems and networks in society, each participant needs to 
recognise his own responsibility, act in an ethical manner and respect the legitimate inter-
ests of others. The prevention of security threats and information security should be im-
plemented in a manner compatible with the values and principles of a democratic society. 
These include e.g. the freedom to exchange thoughts and ideas, the free fl ow of informa-
tion and the confi dentiality of information and communication, the appropriate protection 
of personal information, openness and transparency.

In risk assessment, both companies and public government have to be able to internal-
ly assess the vulnerabilities of and threats to their activities. Risk assessment allows the 
determination of an acceptable level of risk and assists in the selection of appropriate risk 
control methods and in proceeding, through analysis, to security design and implementa-
tion so that security is incorporated as an integral part of operations. 

Security management should be based on the above risk assessment and prevention. 
The information security policy, measures and methods of an organisation should there-
fore be co-ordinated and integrated to create a coherent system of security. 

The last principle in the list is reassessment. The level of information security and al-
so new threats have to be continuously reassessed to guarantee that information security 
and practical measures are always up-to-date.

3.3 National information security strategy

Recommendation 4. A national information security strategy creates a common basis 
for extensive development work in information security.

On 4 September 2003, the Government made a policy decision on the national informa-
tion security strategy. According to the strategy, the trust of citizens and companies in the 
information society can be increased especially by enhancing information security and 

3 Defining the foundation… 3 Defining the foundation…
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the protection of privacy. The strategy aims at making Finland a society with high infor-
mation security. Its objective is

– to promote national and international information security work
– to promote national competitiveness and the operating conditions of Finnish infor-

mation and communications companies 
– to improve the management of information security risks
– to ensure the implementation of basic rights and the national knowledge capital as 

well as
– to enhance awareness and knowledge of security.

These goals also include the practical measures to strengthen the foundation of the infor-
mation security of an individual organisation. The strategy thus, for its part, aims at con-
structing for the undertakings a better operating environment and it also functions as a 
central part of the Government Information Society Programme.

The basis for increasing information security in State government has been the Gov-
ernment Policy Decision on Information Security in State Government issued already be-
fore the National Information Security Strategy on 11 November 1999. The purpose of the 
Policy Decision is to enhance the level of information security in the operations and infor-
mation processing of organisations as well as the data protection level of personal infor-
mation. In addition, the Decision specifi es the division of work and responsibilities in in-
formation security as well as individualises the central tasks of the authorities.

3 Defining the foundation…3 Defining the foundation…
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4  HANDLING OF INFORMATION 
SECURITY IN MANAGEMENT BY 
RESULTS

4.1 Information security issues as part of the 
management by results process

Recommendation 5. Information security is part of the ordinary development of oper-
ations, risk management and management by results, which can utilise both qualita-
tive and quantitative information and meters based thereon.   

In management by results, information security issues usually emerge in connection with 
various development programmes or individual projects. In these cases information se-
curity is also more easily taken into account as an investment in budgeting. However, in-
formation security is an entity that penetrates all operations and affects them in also other 
than special cases. The management has to be well aware of the goals of the operations of 
the organisation and to see the risks relating to its basic tasks in all areas of security. This 
is an essential part of the arrangement of internal control referred to in section 24 b of the 
State Budget Act, and its appropriateness and suffi ciency is the responsibility of the man-
agement of the offi ce or agency. 

Information security risks are especially emphasised when operations change, e.g. when 
purchasing services, outsourcing operations or making different organisational changes or 
changes in the premises. It may thus be necessary to assess the effects of changes in the 
operating environment or service production of an offi ce also from the perspective of in-
formation security. It is the task of the management to use various risk analyses to assess 
how defi cient attention to information security issues may affect the operations and serv-
ices of the organisation.

4 Handling of information… 4 Handling of information…
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When we want to change the operating methods or culture of an organisation from the 
viewpoint of information security, it is useful also to examine budgeting, which is an es-
sential part of management by results. We must ask how clearly the choices and guide-
lines made in information security are visible in the budgeting and operations in the form 
of resource allocation decisions. 

In management by results, the operations of an offi ce or agency are examined as a 
whole and several different perspectives are used in setting the performance targets (e.g. 
the perspectives of resources, customers, process and knowledge; cf. Appendix 1). Infor-
mation security management by results may utilise both qualitative and quantitative data 
for example by means of the following questions:

– Is information security developed as part of the operations and service strategy of 
the offi ce?

– How have information security risks been identifi ed from the perspectives of cus-
tomers and operating processes?

– How have legislative requirements been implemented with regard to information se-
curity?

– How has the importance classifi cation of information processing been taken into ac-
count in the development of information security? Have the information systems of 
the offi ce been classifi ed?

– Are information security incidents reported on? Who are they reported to? Has a 
risk charting been conducted in the offi ce?

– How are the effects of the implementation of information security development 
measures controlled and assessed? Does the offi ce have a set of meters?

– How is the maintenance of the information security knowledge of the personnel at-
tended to? 

4.2 Information security issues in internal 
guidance

Recommendation 6. In the improvement of information security, the offi ces and agen-
cies must fi rst of all ensure their main functions and defi ne the information security 
policy guiding all their operations.  All those working in the organisation are, for their 
own part, responsible for information security. 

For information security issues to be a natural part of the operations of an organisation, 
they have to be an essential element of the operating culture of the organisation. The of-

4 Handling of information…4 Handling of information…
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fi ce must of course understand its own central tasks and undertake measures primarily to 
safeguard them. Issues agreed upon in performance negotiations are also examined from 
the perspective of information security and liability for them is taken into account in the 
internal division of work. Inputs in information security must also be examined from the 
perspective of budgeting and its monitoring. The importance and optimal implementation 
level of information security naturally depend on the tasks of the organisation and the na-
ture of the information processed. Each offi ce and agency has to identify and defi ne the 
target level of its information security and also aim at attaining it.

With the continuous increase of automatic data processing, information security is-
sues have been emphasised as part of the development of security arrangements. In the 
development of the security arrangements of an organisation, the identifi cation of threats 
to security and their taking into account is, above all, a learning process for the differ-
ent actors in the organisation. When the issues have been internalised, they become part 
of operations.

When starting to describe the implementation of information security issues in the op-
erations of an organisation, information security policy occupies a central role. In the pol-
icy, the management summarises the central targets of information security measures. The 
policy also lays down the responsibilities at the different levels of the organisation for at-
tendance to security issues. Information security is not an issue only for the management 
or technical personnel; it is the responsibility of all those working at the different levels 
of the organisation.

Information security policy forms the foundation on which various security plans 
and instructions are based. It is natural also to incorporate security issues into the quali-
ty system of the organisation, so that the improvement of security can be viewed as part 
of a larger entity. Information security issues thus have a clear connection to the operat-
ing ability of the organisation, the development of services and quality management. The 
handling of information security issues as part of the quality system of the organisation is 
described in the appendix (cf. Appendix 2).

4.3 Information security as part of the 
development of public services

Recommendation 7. Information security is part of the development of public servic-
es, where the central issues are the availability of services, the basic rights of citizens 
and good information management practice. 

The transfer of more and more public services to information networks emphasises the 
signifi cance of information security to each user of the service and each civil servant, cit-

4 Handling of information… 4 Handling of information…
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izen and company. From the perspective of services provided by an authority, the basic 
factors of information security have to be in order and ready, because they constitute the 
basic foundation for the availability of the services. Availability is also an essential part 
of security, which means that e.g. the readiness of customers to utilise new service prod-
ucts has to be ascertained when designing the services. The development of information 
security is, at the same time, part of the maintenance and reform of services.

The new Administrative Procedure Act (434/2003), which entered into force at the be-
ginning of 2004, provides for the fundamental principles of good administration. The Ad-
ministrative Procedure Act obligates the authorities to provide better customer service and 
administrative procedures.  Also the Act on Electronic Services and Communication in 
the Public Sector (13/2003) contains provisions on the rights, duties and responsibilities 
of the authorities and their customers in the context of electronic services and communi-
cation. The purpose of the Act is to improve the smoothness and rapidity of communica-
tion as well as information security in the administration and in the courts and to promote 
the use of electronic data transmission.  From the point-of-view of citizens and the users 
of services, the task of government is to provide electronic services whose reliability the 
customer can trust and which take into account the basic rights of citizens. 

Under section 18 of the Openness Act, in order to create and realise good practice on 
information management, the authority shall see to the appropriate availability, usability, 
protection, integrity and other matters of quality pertaining to documents and information 
systems. In order to improve the quality of network services, several countries (e.g. Can-
ada, Denmark, Great Britain, the Netherlands and Finland) have created instructions and 
evaluation criteria for the assessment of the quality of network services especially from 
the perspective of their users. 

In Finland, the quality criteria of public online services will be introduced in 2004. 
They will also take into account issues relating to information security. Examples of crite-
ria specifi cally developed for the measurement of information security can also be found 
in the Internet (cf. e.g. the publication on meters of the National Institute of Standards and 
Technology (NIST)). http://csrc.nist.gov/publications/nistpubs/800-55/sp800-55.pdf).

4.4 Risk management and evaluation of 
information security

Recommendation 8. It is the task of the management to launch internal and external 
evaluations, to strengthen evaluation know-how and to ensure that the evaluation re-
sults are handled in an appropriate way as part of leadership and management by re-
sults.

4 Handling of information…4 Handling of information…
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As information technology extends deeper and deeper into operations and services, the 
concern about the security of information networks increases. Information technology 
operations are outsourced, new information systems and services based thereon are con-
structed and, from the technological perspective, the systems become more complicated. 
These factors increase the need to know whether the systems are secure, what defects or 
problems exist, what the consequences of the defects may be and what should be done to 
prevent the threats. Internal control and evaluation are an essential part of the ordinary 
management and risk management of offi ces.

The development of information security thus centrally involves monitoring and eval-
uation. The information processing risks of an organisation and the status of its informa-
tion security and management have to be systematically evaluated. The methods and met-
rics created for operations give tools for continuous evaluation activities. The evaluation 
may be internal self-evaluation or interactive inter-organisational activity for example be-

Figure 2. The evaluation entity of information security and quality. 
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tween different authorities or contract-based operations relating to outsourcing. 
Evaluation is a continuous and permanent activity, which is used to develop infor-

mation security and to improve quality. Evaluations are thus conducted from the inter-
nal needs of the organisation, not only to respond to external demands. The purpose is to 
bring about positive changes in the targets to be evaluated by observing any defects and 
weaknesses so that a conscious effort can be made to correct them. The Assessment of In-
formation Security Management (VAHTI 3/2003) and The Risk Assessment Instruction to 
Promote Government Information Security (VAHTI 7/2003) describe the central assess-
ment concepts and procedures and provide tools for assessments. The relationship of the 
assessment of the quality of operations and information security has been described with 
the following Figure in the Recommendation (Figure 2).

The evaluation of information security requires a more extensive application of evalu-
ation methods and the development of offi ce-specifi c meters and evaluation practices.

The evaluation of the suffi ciency of the management of information security risks is 
part of wider risk assessment.  The Government adopted the amendments of the Budget 
Decree on 1 April 2004. The Decree entered into force on 15 April 2004. The Decree re-
quires that the highest management also issues an evaluation and confi rmation statement 
on internal control and the related risk management (section 65, subsection 1 (7)). 

4 Handling of information…4 Handling of information…
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Example 1: Information security in the Balanced 
Scorecard Model (BSC) of the Ministry of Trade 
and Industry and the Employment and Economic 
Development Centres (TE Centres)

General

Altogether 15 regional Employment and Economic Development Centres (TE Centres) 
operate under the general administrative guidance of the Ministry of Trade and Industry. 
The Balanced Scorecard Model (BSC) has been applied in their development. The infor-
mation needed for decision-making, management and management by results has to be 
i.a.:

– relevant
– concentrating on the essential
– free from confl ict and logical
– suitable for analysis.

In the BSC Model, the result of the organisation is achieved by targeting operations in ac-
cordance with the guidelines of the strategy by means of the following measures:

– the strategic starting point is translated into operational activities/terms
– the organisation is modifi ed to support the strategy
– the strategy is made into a task that belongs to everyone in the organisation
– the strategy is made into a continuous process
– the management is in charge of implementing the change.

In the model, the strategic focus areas of operations are described on separate scorecards, 
four of which are used by the Ministry (effectiveness, processes and structures, resource 
management as well as reform of operations and working ability) and fi ve by the TE Cen-
tres (effectiveness, customer relationships, processes and structures, resources  and per-
sonnel).

The BSC framework is used to examine both the internal and external processes of the 
organisation. Internally the core and support processes of the organisation are strength-
ened and reformed with the aim of improving performance and thereby achieving qual-
ity and effi ciency benefi ts. Externally the targets are aimed at by making the fences be-
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tween organisations thinner with co-operation and better utilisation of the knowledge of 
different actors as tools.

Each scorecard describes the target areas or individual targets that have been selected 
for promotion in each focus area during the examination period, the measures or projects 
directed at them and, for each, the desired result, whose attainment is monitored by meters 
measuring specifi ed quantitative or qualitative factors. The scorecards can be chained be-
tween organisations. The realised results of TE Centres have consequential effects on the 
scorecard of the Business Department of the guiding Ministry and, through that, on the 
attainment of the results of the whole Ministry. The scorecard of an individual TE Centre 
can further be broken down to department-specifi c or project-specifi c scorecards and, at its 
utmost, even to annual performance targets on the level of an individual performance dis-
cussion between the superior and the subordinate. Depending on the level and viewpoint, 
the perspective used is that of management or customers or a technical perspective.

The handling of information security at the level of 
the Ministry
Information security can be modelled in BSC management by results by trying to answer 
the following question: How does information security affect the development of servic-
es provided by TE Centres (reform of operations), their provision (quality, costs) and dis-
tribution (availability)? 
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On the management by results level, the Scorecard of the Business Department of the 
Ministry of Trade and Industry for 2004 defi nes the following as the critical success fac-
tors relating to TE Centres:

– the management by results process is working productively (in an economical and 
effi cient way) so that the operations and processes promote and support the strategy 
of the Ministry and its effectiveness targets;

– the management by results makes the operations of the units more productive and 
effective.

In this case, the evaluation criteria used are:

– an increase in effi ciency
– an increase in effectiveness and
– qualitative functioning of management by results on the basis of the feedback ob-

tained.

The evaluation criteria cover monitoring for several years to make it possible to monitor 
effectiveness, but also various sector-specifi c projects, which can be targeted for a calen-
dar year, have been set for the targets. 

Handling of information security in the annual 
performance targets of the TE Centres
Information security issues have an indirect effect on the effectiveness scorecard of the TE 
Centres. On the other hand, direct development and monitoring objects may be connected 
to the customer relationship card by examining it from the perspective of the quality of the 
service. In this case the meters relating to customer satisfaction (service inquiry, internal 
monitoring) include e.g. the response time of services and derogations.

The card processes and structures involves the most central monitoring factors of se-
curity, i.e., the profi tability and economicality of operations. The questions used in this 
context assess the cost effects arising from threats to security and determine the develop-
ment projects and their ties to information security. The measuring can also be done by 
using quality evaluation criteria by defi ning e.g. derogations. Security issues are tied to 
the card resources in the form of monetary and personnel resources needed; strategy-ori-
ented in the target situation. On the card personnel, measures relating to knowledge in 
security issues are a central area of development. For example the desired level of skills 
can be determined and compared to what has been realised. Other related factors include 
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e.g. quantitative and qualitative meters relating to information security management and 
the control of security.

Transferring information security to the levels of 
units and personnel
As the scorecards are chained, the setting of targets in each sub-area is transferred to the 
level of units and fi nally to that of personnel e.g. by the development discussion method. 
In this way the projects determined for each sub-area are translated into practical meas-
ures and personal responsibilities. The role of the closest superior is emphasised in the 
determination of the whole and in making each target into a concrete personal perform-
ance target.

When examined through processes and resources, the targets could in this case in-
clude the following:

– a comprehensive prevention of malicious programmes (the meter: number of inter-
ruptions, the protection level of the networks and workstations)

– up-to-date planning (comprehensiveness of instructions, tested operating methods in 
exceptional circumstances)

– suffi cient know-how (evaluations, training).

In the measuring, the monitoring of situations can also take place by entering matter en-
tities in a numerical scale (e.g. an examination using a scale of 1 to 10). 

The decisive factor in an entity is the development of the operating culture; everyone in 
the organisation has to internalise his role in the promotion of information security. In or-
der to promote this, the Ministry has arranged training events on information security for 
the whole personnel of the TE Centres. Of course, the development of the steering process 
alone is not suffi cient; what is also needed is the development of skills and networking.
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Example 2: Information security in the quality 
system of the Population Register Centre

General

The Population Register Centre (PRC) is an offi ce, operating in the administrative sector 
of the Ministry of the Interior, which develops and steers population register activities as 
well as maintains a national Population Information System together with Local Register 
Offi ces. The PRC is also responsible for the information and online services of the Pop-
ulation Information System. In addition its tasks include certifi cation services, the elec-
tronic identifi cation card, the voter register for elections, the Public Sector Contact Direc-
tory (Julha) and the guardianship register.

The PRC is a central registration authority with very high needs and requirements re-
garding the development and maintenance of information security. The PRC was the fi rst 
organisation in State government to obtain an Information Security Certifi cate granted by 
SFS-Respecta Certifi cation in September 2002. At the same time the PRC was also grant-
ed a quality certifi cate for certifi cation services. 

The background of the certifi cation project and the 
standard used
The Information Security Project launched at the beginning of 2001 and the Quality 
Project of Certifi cation Services have formed a central part of the development strate-
gy of the operations starting with the vision of the PRC (the leading information cen-
tre in its fi eld). Because the PRC processes personal information and grants electronic 
certifi cates, information security is naturally the starting point of its operations. Thanks 
to the certifi cation, the development and maintenance of information security and the 
protection of information has been organised even better than before. The certifi cation 
project created a clear and logical information security management system for the PRC. 
The Information Security Certifi cate granted to the PRC complies with standard BS 
7799:1999. It is an internationally accepted code of conduct for information security man-
agement, which can be certifi ed. The entity includes e.g. an information security policy, 
the organisation of information security, the classifi cation and control of the protected tar-
gets, personnel security, physical information security, the management of data transmis-
sions and user operations, access control, the development and maintenance of systems 
as well as the management of the continuation of business operations and their conformi-
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ty. The standard is based on the Best Practices principle, and the starting point of also the 
PRC was to adopt the best practices from the perspective of the organisation.

Implementation of the project 

The work toward certifi cation started in the PRC by the setting-up of an Information Se-
curity Group at the beginning of 2001. After that, the Information Security Programme 
of the PRC was adopted and an Action Plan was drafted. At the beginning of the project, 
the management defi ned the requirements forming the basis for information security. Af-
ter that the project described the information systems and operating methods, determined 
the information security management system, assessed the risks and drafted a plan for 
their management. In addition, the necessary protection mechanisms were selected and 
a plan was drafted to implement the standard. At the end, the project also drafted a plan 
for further development and monitoring. In addition to the Project Group and the Infor-
mation Security Manager, the role of the management of the PRC was important at the 
different stages of the project. The Information Security Group conducted an internal au-
dit in April 2002, after which the management conducted a survey of the audit prepar-
edness of the offi ce. The external audit was conducted by SFS-Respecta Certifi cation in 
June 2002. The corrections of the slight deviations observed in the audit were checked a 
few weeks after the audit. 

Experiences of the development project

The role of the personnel of the offi ce is of primary importance in the implementation of 
information security and therefore continuous training and repetition of the issues is nec-
essary. A large input has also been made in instructions on information security, and all the 
up-dated central instructions are found in the intranet of the PRC. The certifi cation proc-
ess itself involved all the personnel and during it the organisation had to develop numer-
ous procedures relating to daily work.

The certifi cates are not permanent; instead, their maintenance requires a regular fol-
low-up at a maximum interval of one year. The organisation has to maintain and develop 
its information security and quality systems as well as to ensure that the processes, work 
and services are implemented in compliance with the certifi ed system i.a. by means of the 
following annual measures: 

– maintenance of documentation
– up-dating of the information security policy
– internal audits and surveys by the management

APPENDIX 2



33

– external audits
– collection of information security fi les
– reporting to the Management Group
– charting of threats.

The new version of the standard used, BS7788-2:2002 has been translated into Finnish 
and the PRC will transfer to it in the follow-up of spring 2004. The new standard empha-
sises the importance of the continuous promotion of information security. The risks are 
assessed and monitored annually and what is essential is that there is a clear connection 
between the security mechanisms selected on the basis of the assessment and the imple-
mentation plan. The responsibility of the management for information security is further 
enhanced.

Effects of the certifi cation and benefi ts attained

During the process the attitudes and security awareness of the personnel of the offi ce were 
considerably enhanced. This is important, because about 80 per cent of information secu-
rity risks are related to people in one way or another. Many measures are simple changes 
in work practices relating to everyday matters (e.g. clean display, desk or wall). It is im-
portant that the correct procedure and operating model is managed in different circum-
stances and that an awareness of various threats is attained. The various operational ben-
efi ts can be listed as follows:
 
– the end result is a clear entity (documents and instructions), which can be continu-

ously improved in co-operation with the personnel.
– the development plan guides the operations, the issues are prioritised in accordance 

with the needs of the organisation
– decisions on further measures are made within the period set (e.g. plans for further 

development and follow-up)
– an increase in trust; the issues have been thought through and trained and daily rou-

tines are in order.

Follow-up procedures used by the PRC

The management of the PRC monitors the implementation of information security in con-
nection with management meetings. The Information Security Manager reports incidents 
relating to information security three times a year in accordance with an eight-point divi-
sion. Information security is measured using both qualitative and quantitative meters. 

APPENDIX 2



34

The management receives detailed reports i.a. on unit-specifi c risk assessments and 
self-evaluations. All observations made in information security audits are reported. With 
regard to risk assessments, proposals for measures are reported on regarding all signifi -
cant security threats.

In addition to the above procedures, also a set of quantitative meters is used, includ-
ing

– the number of attempts at unauthorised log-in to the systems
– duration and number of interruptions in services (e.g. data transmission, email) 
–  number of information security agreements
– viruses detected
– number of thefts
– reliability statements requested
– derogations from information security
– number of user IDs removed from use.
– number of meetings of the Information Security Group.
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APPENDIX 4

Information security instructions and publications 
of the Ministry of Finance

Information security of critical IT systems, VAHTI 5/2004
General Instruction on Protection against Malware, VAHTI 3/2004
Information Security and Management by Results, 2/2004
Government Information Security Development Programme 2004-2006, VAHTI 1/2004
Risk Assessment Instruction to Promote Government Information Security, 
 VAHTI 7/2003
General Instruction on Information Security Education in Public Administration, 
 VAHTI 6/2003
User’s Information Security Instruction, VAHTI 5/2003
Glossary of Government Information Security, VAHTI 4/2003
Assessment of Information Security Management, VAHTI 3/2003
Secure IT Architecture for Remote Use, VAHTI 2/2003
Secure Use of the Internet, VAHTI 1/2003
Authentication in Government Electronic Services, Ministry of Finance 6/01/2003
Instructions for Processing Sensitive International Material, VAHTI 4/2002
Information Security Instructions for remote Work, VAHTI 3/2002
Information Security Recommendation for ICT Rooms, VAHTI 1/2002
IT Security and Ensuring Operations, Ministry of Finance and National Board of Eco-

nomic Defence, 1/2002 and Ministry of Finance
Actions and Response in Attack Situations, VAHTI 7/2001
Information Security Checklist for ICT Procurements, VAHTI 6/2001
Secure eMail and Log Data Policy, VAHTI 5/2001
General Instruction on Information Security of Electronic Services, VAHTI 4/2001
Methods and Recommendations for Cryptography, VAHTI 3/2001
Information Security Recommendation for Government LANs, VAHTI 2/2001
General Instruction for Government Information Security Work, VAHTI 1/2001
Information Security Recommendation on Information System Development, 
 VAHTI 3/2000
Information Security Instruction on Processing Government Data Material, 
 VAHTI 2/2000
Recommendation for Drafting an Information System Report, Ministry of Finance 

17.2.2000
Instruction on Security Classifi cation and Marking of Secret Information and 
 Documents, Ministry of Finance 5/01/2000.
Information Security Recommendation for Outsourcing, VAHTI 2/1999
Recommendation for Security of Premises, Ministry of Finance 31.12.1998
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